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Introduction

This document will walk you step-by-step through securing your system against common exploits, malicious attacks and virii.  It is easy to use, and will protect you from most of the attacks that are launched against your system.  It covers the “Top 10” security issues, based on likelihood of your system encountering the attack and the potential damage the attack could cause.

By taking just a little time now to secure your system you will save yourself countless hours later from having to recover from an attack, and potentially from having your system used to attack others.  While this document may seem long, most of this is just one-time setup activity, so that in the future you will have to do minimal activity to keep your system up to date and secure, as much of it will be automated by following the instructions in this document.  If you feel its too long to handle in one setting, feel free to take on just a few items at a time, and spread it out over a couple of days so you don’t get overwhelmed.  All commands, addresses and important links in this document are denoted by bolded & italicized text.  The word Click refers to using the left mouse button to click an item.  Right click refers to using the right mouse button to click an item.  Each section has a very rough estimated time to completion included.

Please understand that this document is a permanent work in progress, and will continuously grow and evolve.  If you have any comments, questions, or feedback about anything that has changed (such as a web address link in this form not being correct, or instructions that don’t work properly after a particular service pack or update, etc.), please do not hesitate to call or email us at 808-438-7999, pacrcert@shafter.army.mil.  If you email us, please make sure you put “Regarding the Home PC Security Document” in the subject line so that we know what it is regarding.  Email is the preferred method of communication.  Thank you.

Click here to go back to the beginning!
I.  Setting up and maintaining your Anti-virus – Symantec Norton Antivirus Corporate Edition 8.0

-- Estimated Completion Time: 30 Minutes

A properly configured and maintained antivirus is crucial to a computer’s health and security.  Computer virii are one of the most prevalent methods for compromising a system.  Your system could be infected by email attachments, files you download and run from a website, diskette, cd or other source, open shares to other trusted systems, or even by exploiting server software on your system (such as FTP or web servers, P2P applications, instant messengers, etc.).  An antivirus MUST be updated constantly, otherwise it does not protect you against the newest (and in many cases, most prevalent) virii.

A.  Installing Symantec Norton Anti-virus 8.0 Corporate Edition

· Obtain the Symantec Norton Anti-virus Corporate Edition 8.0 client from the DOD Cert website at http://www.cert.mil.  The direct link to the file as of 14 Nov 02 is ftp://ftp.cert.mil/pub/antivirus/NAV/SCS/Client/savclient.exe.  If that link no longer works, you can go to the Symantec Software Downloads page at http://www.cert.mil/antivirus/symantec_index.htm, then scroll about 1/3 down the page and download the file named Savclient.exe, which is the file for the SAV CE 8.0 Build 378, under the Antivirus Client Software section.  That filename may change as newer builds or updates are released.  Put the file on a zip disk or CD and take it home, or download it from home using your tsacs dial-in account.
· If you have another antivirus application already installed, fully uninstall the current antivirus and reboot the computer before installing the new Symantec Norton Antivirus CE 8.0.  Once this has been done, you may begin installing Norton Antivirus CE 8.0.
· Double-click the install program (savclient.exe), and click Next.
· Check the box for “I accept the terms in the license agreement” after reading and agreeing with the licensing terms and click Next.
· Check the box next to Microsoft Exchange/Outlook if you use Outlook or Outlook Express as your email program.  If you do not, you may leave this page blank.  Click Next.
· Select the directory you wish to install the program to.  If you do not use custom directories, accept the default.  When ready, click Next.  If you changed the default directory, you’ll need to click Next again after it confirms the directory.
· Select Unmanaged as your installation scenario and click Next.
· Ensure “File System Realtime Protection” is checked.  This is VERY important!  Then click Next.
· Ensure “Run LiveUpdate” is checked to update your antivirus upon completion of installation, then click Next.
· Click Install and wait for the program to finish installing on your system.
· If the installation seems to stall after a few minutes, check to see if a new LiveUpdate window has popped up on the taskbar (usually the bottom of the screen).  If it has, click it to bring it to the forefront and click Next.  This will update both the program as well as the virus definitions.  Click Finish when it’s done.  If an “Old virus definition file” warning comes up, simply Close it.
· You should now be at the Technical Support window.  Simply click Next and then Finish.
· You should now have a 
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 in your bottom-right taskbar near the clock.  Right click it and make sure “Enable File System Realtime Protection” is checked.  If its not, your icon should look like , which means it is NOT running realtime protection.
· Now double-click the 
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 icon.  Your definition file version should be within a week of today’s date.  If it is not, click the LiveUpdate button, then Next, then Finish, just in case.  This will ensure you have the newest publicly available virus definition files.
· To send it back to the taskbar, simply click on the Exit button.  If the 
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 icon is in the taskbar near the clock, then that signifies it is running and protecting your system in realtime.
B.  Maintaining Symantec Norton Anti-virus 8.0 Corporate Edition

· Open Norton Anti-virus by double clicking on the yellow icon 
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 in your system tray, or by going to  Start -> Programs -> Symantec Client Security   -> Symantec AntiVirus Client.

· Click on the File menu in the upper left corner, then on Schedule Updates.

· Make sure that Enable scheduled automatic updates is checked.  Click on the Schedule button.

· Make sure that Frequency is set to Daily, and then set a time which falls within the most likely time your computer is on.  For instance, if you usually use your computer after work between 1900 – 2100, then set the time for 2000hrs.  When finished setting the time, click on OK twice, which should take you back to the main Antivirus window.  Click Exit when you are finished.

C.  Initial System Scan

· Open Norton Anti-virus by double clicking on the yellow icon 
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 in your system tray, or by going to  Start -> Programs -> Symantec Client Security   -> Symantec AntiVirus Client.

· Highlight Scan in the left window pane, then click on Scan Computer in the right window pane.

· Check the box next to all letter drives that are NOT the 3½ Floppy, Compact Disc, or Removable Disk.  This should end up checking all hard drive(s) on your system (by default, most computers should only have one partition, being the Local Disk (C:), though there may be more).  When finished checking boxes, click the Scan button.

· When the program is finished scanning your system it will say “Completed” near the top of the window.  You may now close the window by clicking the X button on either the top right or upper left portions of the window.  This will close the scan window and return you to the main Symantec AntiVirus window.  Click Exit to close the main window.

D.  Scheduling System Scans
· Open Norton Anti-virus by double clicking on the yellow icon 
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 in your system tray, or by going to  Start -> Programs -> Symantec Client Security   -> Symantec AntiVirus Client.

· Highlight Scheduled Scans in the left window pane, then click on New Scheduled Scan in the right window pane.

· Name your scan My Weekly Scan in the Name textbox, then type Weekly system virus scan in the Description textbox.  Click Next.

· Ensure Enable scan is checked, check Weekly under Frequency, then choose a time when the computer will most likely be turned on, but being used the least (or at least not for anything which taxes the computer’s capabilities, such as games, movies, etc.).  Click Next.

· Check Local Disk (C:), as well as any other letter drives which are NOT 3½ Floppy, Removable Disk, or Compact Disc.  Click Save and close the window.  To do this, you may click on the X button on the top right corner, or you may click on File -> Exit.

· You now have a weekly scheduled system virus scan.  If you want to remove your scheduled scan, simply highlight the scheduled scan in the left window, and click on the delete button on your keyboard.

Click here to go back to the beginning!
II.  Setting up your Username & Password

-- Estimated Completion Time:  5 – 10 minutes

*** NOTE:  This section is only for Windows NT/2000/XP.  Please skip to the next section for 95, 98, & ME.  Logon Passwords in 95, 98, & ME are not as important as in NT, 2000, & XP. ***

When you first install your operating system, you should make sure that you use a strong password.  A strong password for NT is between 8 –14 characters using 3 of the 4 character types (upper & lower case letters, numbers, and special characters).  For 2000 & XP the same holds true, though you can use up to 127 characters, and use phrases that are greater than 15 characters such as “I like 2 eat pepperoni pizza a whole lot!!”, which are both very strong and easy to remember.  Because it’s a whole phrase, and a password cracker attacks the whole phrase (not individual words in it), you can use the normal words (which you wouldn’t do in a shorter password).  Remember though that as computers become faster, and newer and better cracking programs are released, passwords become easier to crack.  While these rules are good now, they may not be so in a few years.  Cyber security is a dynamic, ever-changing beast, and you must stay current, as what was secure 2 years ago may actually be vulnerable now.

If you have already installed your operating system and wish to change your password, here are the instructions.

Windows 2000
· Click on Start -> Settings -> Control Panel -> Users & Passwords
[image: image8.png]S Qe o 315 % x5

= B ———

¢ [ e el
E= e iy
[Srrmara Cotoen i
P ot
E e oot
(S e
e prsoir i
e ol
e s
[ el i/l
e et

et vt covacis oo
DA Do s WAL
(St mivsmcnons oyt
i Sty
Friely il
@ e Catyrs
| @epercprs Clmens s
S gt
ey byt

ooy





· Highlight your username and click the Set Password button.

· After entering your password & confirming it, click OK twice to finish.

· If you want to change whether or not you need to log in or if you want the system to log you in automatically, this can be changed by clicking on the Advanced tab in the Users & Passwords window.

Windows XP

· Click the Start button then click Control Panel
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· Click User Accounts & then click your Account name

· Click Change password, enter your new password and reminder phrase, then click the Change password button and return to windows.

Windows NT 4.0

· Logon to the NT PC as normal. 
· On the keyboard, press and hold down the Ctrl, Alt and Delete keys simultaneously. 
· In the dialog box that appears, click on Change Password.
· Type in your old password, then enter your new chosen password. Finally, confirm your new password by typing it again in the Confirm New Password box. (You can use the Tab button to move between fields, or just use the mouse to move the cursor.)  Click OK and you’re done.
· The password is CASE SENSITIVE, for example, TOMORROW and tomorrow are different. 
· The alternate method is to click on Start -> Programs -> Administrative Tools (common) -> User Manager.

· Click on the user you want to effect the change to, then click the User menu, and click Properties.

· Change the password to what you want it to be and confirm it.  Click OK and you’re done.

III.  Disabling Open Shares & Netbios

-- Estimated Completion Time:  15 minutes

Open Windows shares are one of the must prevalent vulnerabilities which exist on home computers.  The following instructions will help mitigate the problem by removing the shares themselves, as well as the protocol which allows them to be accessed remotely.  For Windows 95/98/ME, this is a two step process, removing the shares and removing Netbios from TCP.  For Windows 2000/XP, this is a 3 step process, removing shares, removing administrative shares, and removing Netbios.  For NT we will simply unbind Netbios from TCP, and get rid of the administrative shares.

If you are getting non-web-based pop-up advertisements on your desktop even when you are not surfing the web (not to be confused with web pop-ups even when not surfing, which could be caused by adware, which we will deal with in a later section), or see the [image: image10.jpg]
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 icons in your Windows Explorer, these are two indications that you have open shares.  Just because you do not have one of these symptoms does NOT mean you necessarily do not have any open shares, so it’s always best to check using these instructions.

***NOTE:  We do not cover setting the restrictanonymous registry setting here.  As long as you are using a firewall which is properly configured, and you have disabled NetBIOS as per the following instructions, you should be protected from attempts to gain information from your system using null session connections.  If you are interested in learning more about the restrictanonymous registry setting, and its values of “1” in NT and “2” in 2000/XP, please feel free to do a search on Google for the phrase -- windows registry restrictanonymous --, as it will give you plenty of sites with information on this setting.  Also, if you are running a home network and wish to still protect yourself from Open Shares to the internet while keeping open shares for your networked computers, you need to setup your systems to run Windows shares through NetBEUI and unbind NetBIOS from TCP.  If you wish to do this, skip the steps below that involve disabling or removing shares, file sharing or Client for MS Networks, otherwise they will not be available for your trusted networked systems.  Instead, you will rely on disabling Netbios over TCP and your firewall to block any attempts at a connection from the internet.  This is a good security practice for those with home networks since the NetBEUI protocol is not routable across the internet.  To find instructions on how to do this a search on Google will identify several sites with instructions (a good search term would be – Windows netbeui network instructions – or something similar).  You can also try these links:

http://www.homenethelp.com/web/howto/index.asp
http://www.practicallynetworked.com/sharing/netbeui.htm
These are just 2, there are many others available if you look for them.  Enjoy!***

Windows 95/98/ME: Removing Shares
· Right-click on My Network Places (ME) or Network Neighborhood (95/98) on your desktop and left click Properties.  Alternate location is Start -> Settings -> Control Panel -> Network (simply open it by double clicking on it).
· Click the File & Printer Sharing button.
· A window will open with two check boxes 

· I want to be able to give others access to my files. 

· I want to be able to allow others to print to my printer(s). 
If either of these boxes are checked, you computer is acting as a server.  You’re about to change that by making sure that both boxes are UNCHECKED.

· If both boxes are unchecked, you’re fine and can click OK.  If not, you should click on the boxes to UNCHECK them.  When finished, click OK, and then click OK again to accept your changes and exit from the network settings.
· Once you reboot your computer, go back in and make sure both checkboxes are still unchecked.  If they are, you now have no Windows shares open on your system.

Windows 95/98/ME: Unbinding Netbios from TCP/IP
· Right-click on My Network Places (ME) or Network Neighborhood (95/98) on your desktop and left click Properties.  Alternate location is Start -> Settings -> Control Panel -> Network (simply open it by double clicking on it).
· Highlight TCP/IP and click the Properties button.

· Select the Bindings tab.

· Uncheck the checkboxes for Microsoft Client and File & Print sharing for MS Networks.  

· Now select the Netbios tab.  Uncheck the checkbox next to Netbios over TCP/IP.

· Click OK until you are back at your desktop, and reboot.

***Note for Windows 95:  If you have the original release of Windows 95 version 4.00.xx, you may not have the option of disabling NetBIOS over TCP. One solution to this is to upgrade to a newer version of Windows 95 or Windows 98. Another solution is to rename c:\windows\system\vnbt.386 to hide it from Windows. Windows won't be able to load this driver on boot. Do not delete the file. By renaming it, you will be able to change it back in the future if you need to.  You can rename the file from vnbt.386 to something like vnbt-386.bak.
Windows 2000/XP:  Removing Shares & Disabling Netbios
· Right-click on My Network Places on your desktop and click Properties.

· Right-click on the Local Area Connection and click Properties.

· Ensure that File and Printer Sharing for Microsoft Networks is Unchecked.  If it is checked, click it to uncheck it.

· Highlight Internet Protocol (TCP/IP) and click the Properties button.

· Click the Advanced button, then click the WINS tab at the top.

· Click on Disable NetBIOS over TCP/IP and ensure the checkbox next to that entry is checked.

· For decreased network overhead, click on the DNS tab and uncheck Register this connection’s address in DNS.

· Click OK three times to get back to the desktop.

Windows 2000 / XP – Disabling Administrative Shares

· Click Start -> Settings -> Control Panel -> Administrative Tools -> Services.

· Right click Server and click on Stop.
· Right click Server again and click on Properties.
· Set Startup Type to Manual or Disabled.

· Click OK and exit Services & Administrative Tools windows.

Windows NT 4.0: Disabling Shares & Unbinding Netbios from TCP
· Right-click Network Neighborhood and click Properties, or go to Start -> Settings -> Control Panel -> Network.
· Select the Bindings tab on the Network popup window
· Click the + to the left of each of the following three entries: NetBIOS, Server, and Workstation.
· Under each one, disable the Wins Client TCP by highlighting each and clicking the Disable button.
· Click OK or Close until you’re back at the desktop and reboot.
· Now open Start -> Programs -> Administrative Tools (common) -> Services, or Start -> Settings -> Control Panel -> Administrative Tools -> Services.
· Stop the Server service, then set it to Manual or Disabled.
Click here to go back to the beginning!
IV.  Applying Updates for Microsoft Products

-- Estimated Completion Time:  Varies

Microsoft Windows Update

Many software packages and operating systems have patches, updates and hot fixes released for them for various reasons, including bug fixes, increased functionality, security issues, etc.  Included here are instructions for applying updates to Microsoft Windows 95/98/ME/NT/2000/XP and their included software packages (such as Internet Explorer and Outlook Express), as well as Microsoft Office products.

Automatic Updates in Windows 95 / 98 / ME / NT / 2000 / XP

The Windows Automatic Updating should be one of the critical updates loaded on your system.  This will notify the user when new critical or security updates are available.  If you do not load this service, then please remember to visit http://windowsupdate.microsoft.com (instructions follow) once every week or two to keep up to date with all new critical or security patches.  In Windows XP and Windows 2000 as of SP3, Auto-Update Notification is automatically installed and running on your system.  This makes keeping up with updates and installing them a very easy and painless process, as it will automatically check daily (as long as you’re connected to the internet) with Microsoft for new patches for your operating system.  Simply look for the world icon [image: image12.jpg]


 in your taskbar near the clock in the bottom right corner of your screen.  If you double click this, you will be given easy to understand instructions and information on updating your system.  If you wish to open Auto-updater and there is no icon (and you have XP or 2000 SP3), you can open it by going to Start -> Settings -> Control Panel.

Updating Windows 95 / 98 / ME / NT / 2000 / XP Manually

· Make sure you are connected to the Internet

· Open Internet Explorer (the big blue “e” icon)

· In the address window, type the following:  http://windowsupdate.microsoft.com or click on 

Tools -> Windows Update

· Click on either of the links titled Product Updates.  If this is not one of the options, but there is a green button with a white arrow on it titled “Scan for updates”, then click on that instead.

On the next page, the updates are sorted into different sections, such as Critical Updates, Picks of the Month, Recommended Updates, and Additional Windows Features.  Over time, the titles of some of these sections occasionally change, though Critical, Recommended and Additional Features usually remain constant.  Critical Updates should always be applied, and will appear at the top of the list.  By checking the selection for Critical Updates Package, all Critical Updates currently available will be selected for installation (this is usually already selected by default if any CU’s are available).  In Windows 2000 & Windows XP with IE 5.5 or newer, all Critical Updates will be automatically selected.

· Make sure the Critical Updates Package is selected (the box checked).  Click on the blue Download button near the top of the page on the right side.  For Windows 2000 & XP, click on Review and install updates
· Click the blue Start Download button on the Confirmation page.  For 2000 & XP, click the Install Now button.

· Click Yes on the popup window, indicating your acceptance of the licensing agreement.

· Once the download and installation is completed, reboot (Restart) the computer.  Some updates must be installed separate from others.  If you receive a message about this, click Yes or OK through these, and after rebooting, return to this website to apply the rest of the patches.

· After rebooting, return to http://windowsupdate.microsoft.com
· Update Internet Explorer (IE) to IE 5.5 SP 2 or IE 6 by selecting the checkbox for this selection.

· Click on the blue Download button near the top of the page on the right side, or for 2000 & XP the gray Install Now button.

· Click Yes on the popup window, indicating your acceptance of the licensing agreement.

· During the IE update, you will be prompted to select the type of installation you want.  If you choose, you may select or deselect certain components, otherwise you may accept the default installation.

· Once the download and installation is completed, reboot (Restart) the computer.

· After rebooting, return to http://windowsupdate.microsoft.com
· Finally, look for Service Packs, Compatibility Updates, etc.  These should be applied as well.  Anything else, such as Error Reporting, Messenger Service, or any of the listings under Additional Windows Features can be loaded at the users discretion

Microsoft Office Updates: All versions of Windows

· Ensure that you are connected to the Internet
· Open Internet Explorer (which should now be version 5.5 SP 2 w/ 128bit Encryption or IE 6, which can be checked by opening Internet Explorer and going to Help -> About Internet Explorer)
· In the address window, type the following:  http://office.microsoft.com
· Click the Product Updates link on the left side of the screen under Office Update
· Click the Go button near the top of the page in the section titled “Welcome to Office Product Updates”.
· When the Product Update screen appears, select Office 2000 Service Pack 2 (SP-2) as the update to apply to your system (if you are using Office 2000).  Click Ok to any warnings.  You may need to install Office 2000 Service Release 1 (SR1-A) prior to installing SP2 for Office.  After selecting that update, click Start Installation.  At the next window, click Install now.  You will need to reboot between applying SR1-A, SP2, and the rest of the SR-1 updates (the rest can be selected all at the same time rather than individually, so that you don’t need to reboot between every single one).
· After the installation is complete, follow the directions of any following windows, and reboot.
· Open Internet Explorer and go back to http://office.microsoft.com and click Product Updates again.
· Select all remaining updates and repeat the installation process as detailed above.  When finished, reboot, and the system will be updated.
Click here to go back to the beginning!
V.  Firewall Installation & Maintenance

-- Estimated Completion Time:  30 minutes

There are two Firewalls, one from McAfee and one from Symantec (Norton), available for home use for Army personnel and employees, under a similar licensing agreement as their antivirus products.  They are also available for use on government/military laptops.  They are available for download from http://www.cert.mil.  You may only access this site from .mil addresses, so you’ll need to download the files at work and then transport them home by zip disk or cdr.  The direct links are:

Symantec Norton products:  http://www.cert.mil/antivirus/symantec_index.htm
McAfee products:  http://www.cert.mil/antivirus/mcafee_index.htm
While these are better than no firewall at all, the RCERT suggests using the free version of Zone Alarm for home computers.  It is a superior product in our opinion.  Since both DOD supported firewalls have documentation with them, the following instructions will cover the installation and maintenance of the free version of Zone Alarm for home systems ONLY (the free version is not for use on government/military systems).  There is also a commercial version called Zone Alarm Pro with more features, though you will only need this product if you want more email protection, popup & ad prevention, privacy and web protection, and advanced control over your firewall software.  

Download the free version of Zone Alarm (current version as of this writing is 2.6.362, and the filename is zonalm2601.exe) from:

https://pac-rcert.army.mil/
It is available in the tools section of the website under Home Security.

The free version of Zone Alarm 3.1.395 has been released and is available at the following 2 locations as of 20 Nov 02.

 http://download.com.com/3000-2092-10039884.html?part=zonealarm&subj=dlpage&tag=button
http://www.zonelabs.com
Currently the instructions below are for version 2.6.x.  Version 3.1.x may be very different, so if you decide to use the newer one you may want to look for included documentation or use the documentation available at http://www.zonelabs.com.

We suggest Zone Alarm due to its security, reliability & ease of use.  If you want more granular control of your firewall, you may want to try the free (for home use) version of Tiny Firewall from http://www.tinysoftware.com.  A copy of their free for home use version 2.0.15 is available on our website under the Tools section in the Home Security area.

Instructions
Once you have downloaded Zone Alarm to your system, double click the file in Windows Explorer to start the setup program.  Installing it to its default location is fine, and should only be changed if you are familiar with changing the default locations of programs.  

Once the computer is rebooted after installation, ZoneAlarm will startup automatically with a 7 step tour.  Read the instructions here, as it gives a basic overview of how ZoneAlarm works.  When you are finished with the tour, double click the ZoneAlarm icon in the system tray to open the ZoneAlarm window.

· Click on the Configure button on the far right, near the top

· Make sure that On top during internet activity and Yes, I want to check for… are both UNCHECKED.

· Make sure that Load ZoneAlarm at Startup and Notify me before I exchange information… are both CHECKED.

· Click on the Security button.  On the right side, the slider for the Local zone should be set to the middle, for Medium protection (you may set it to Low if you have a home network, and to High if there are no other computers in your house).  The Internet zone on the right side should always be set to High.  If you do not play computer games, use instant messenger software or use P2P software to share files, go ahead and check the boxes for Block local servers as well (for both zones).  Enable MailSafe at the bottom should be checked as well.  

· If you have a home network, click the Advanced button within the Security window, above the Internet zone.  If you do not have a home network, skip this portion and go to the next portion on Alerts.  If you have a home network, click the Add button, then IP Range.  Enter the description that you want, and then the beginning and ending range of IP’s that you want in the local zone.  When you are finished, click OK. 
· Click the Alerts button.  Make sure that Log alerts to a text file is checked, and that Show the alert popup window is unchecked, unless you want a popup every time someone attacks your computer (while this may be fun to have enabled for the first couple of minutes, it will get tedious very quickly).  If you ever want to see a log of what has been attempted against your system, this is where you can view it, in the Alerts section.  

Besides being a great firewall for blocking intruders from accessing your computer or scanning it from the outside, it is also monitors your applications to make sure only authorized programs can access the internet.  The first time you try to get your email or get on the web, you will get warnings from Zone Alarm asking you if you want these programs to have permission to access the internet.  We suggestion you click the radio button to Remember this answer the next time… and then click yes.  Do this for all programs that should have access to the internet (i.e. Internet Explorer, Norton Antivirus Live Update, Outlook/Outlook Express/Whatever email program you use, FTP programs, etc.).  This process will help prevent trojanized files, viruses that make it past your antivirus program, or unauthorized files from accessing the internet.  When you apply patches to your computer (such as Outlook or IE), expect to be asked this question again, as ZoneAlarm can tell that the program has changed after being patched, and needs your input as to if you still want to allow the program through.

Some programs should have access to the internet, though it may not be obvious.  Here is a list of some of the programs that it is ok to give access to:

Explorer.exe

Internet Explorer

LiveUpdate Engine – Norton Antivirus updater

Outlook

Outlook Express

Norton Antivirus

Services.exe - Services and Controller App

Rtvscan.exe – Norton Antivirus

Here are a list of programs that will ask for access, but do not need access to the internet.  It is ok to give them access to the local network (trusted zone)

though if you are running a network at home.  If not, don’t give them access to anything.

Svchost.exe – Generic host process for Win32

Spooler Subsystem - spoolsv.exe

Microsoft Windows Messenging Subsystem Spooler - mapisp32.exe

LSA Executable and Server - lsass.exe

Windows NT Logon Application - winlogon.exe

Other programs that are only used occasionally can be either given permanent access (by allowing through while checking the “Remember this answer…” checkbox), or the checkbox can be left blank and the process can be given access just at that time (such as Quicktime installer if you install Quicktime, or Word if you are copying a webpage to Word, etc.).  This way you can control when these programs access the internet, rather than giving them carte-blanch access when they don’t need it.

If you walk away from your computer and want to leave it on, but want to give it maximum protection, click on the STOP button.  This will stop all network activity to and from the computer.  You will know if it is successful if the lock symbol changes its graphic, and says “Locked” in red.  To unlock it and start using the internet again, simply click the STOP button again, and it will unlock.  When you want ZoneAlarm to continue working, but not be on your desktop, simply click the X button (usually used for closing programs) in the top right corner.  This will close this window, but will not shutdown ZoneAlarm; it will still be running, and the icon will still be in your system tray.  To bring it back up if you want to change the configuration or view the alert log, simply double click the system tray icon.

Click here to go back to the beginning!
VI.  Microsoft Office Macro Security – Word, Excel, & Powerpoint
-- Estimated Completion Time:  5 minutes

Word, Excel, and Powerpoint all allow macros to be run within their files.  This is a feature that allows for increased functionality from the programs.  However, it also opens up your system to being vulnerable from embedded malicious code in something as simple as a document file.  To protect yourself from this, you need to ensure that your Macro Security setting is on High for all three programs.  The instructions are the same for each, so you need to execute the following instructions in each of the programs.

· Open the program (Start -> Programs -> Word / Excel / Powerpoint)

· Click on the Tools menu, then click on or highlight Macro, then click Security.

· Ensure that the checkbox next to High is selected.  If it is not, select it.

· When finished, click OK, and you are finished.  Remember to do this for all 3 programs.  

When looking for the programs in Start -> Programs, or looking for the Macro entry under Tools in the program, if you cannot find the entry, click on the double down-arrow icon [image: image13.jpg]


.  This will expand the menu so you can see your programs or menu items.

Click here to go back to the beginning!
VII.  Web Browser & Email Settings – IE 5.5 / 6 & Outlook Express/Outlook 2000

​-- Estimated Completion Time:  30 minutes

A.  Internet Explorer 5.5 / 6 Security Settings

There are several ways in which a malicious attacker or web administrator can detrimentally affect your computer by exploiting some of the capabilities inherent to Internet Explorer with its current settings.  These settings will be changed below to help prevent these types of actions from occurring.

· Start IE

· Click Tools -> Internet Options

· Click Connections tab and then LAN Settings button

· If it is not selected yet, check the radio button for Use a Proxy Server.  If it is already selected, leave it as is, but follow the next direction by clicking on the Advanced button.  If it is not selected, select it, and then click on the Advanced button.

· In the Proxy Settings window which just opened after clicking the Advanced button, enter the following information on the line labeled Gopher.  In the first text box, type the word localhost, and in the second text box enter the number 1.  Click OK 3 times (each time will close the most recent window open, until you are back to Internet Explorer).

· Next, click on Tools -> Internet Options again.  By default you will start on the General tab.  Set your homepage to your favorite site (i.e.  http://www.cnn.com)

· Click on the Security tab

· Highlight the Internet icon and click the Custom Level button

· Ensure that each of the following settings have the proper selection marked

· Download signed ActiveX controls – Disable

· Download unsigned ActiveX controls –Disable

· Initialize and script ActiveX controls not marked as safe –Disable

· Run ActiveX controls and plugins – Disable

· Script ActiveX controls marked safe for scripting – Disable

· (IE 5.5 only)  Allow cookies that are stored on your computer – Disable

· (IE 5.5 only)  Allow per-session cookies (not stored) – Disable

· File download – Enable

· Font download – Prompt or Disable

· Java Permissions –Disable Java

· Access data sources across domains –Disable

· (IE 6.x only) Allow Meta Refresh – Disable

· (IE 6.x only) Display mixed content – Prompt or Disable

· Don’t prompt for client certificate selection when… - Disable

· Drag and drop or copy and paste files – Prompt

· Installation of desktop items –Disable

· Launching programs and files in an IFRAME –Disable

· Navigate sub-frames across different domains –Disable

· Software channel permissions – High Safety

· Submit non-encrypted form data – Prompt

· Userdata persistence – Disable

· Active scripting – Disable

· Allow paste operations via script – Disable

· Scripting of Java applets – Disable

· Logon – prompt for user name and password

· Click the OK button

· Click the Trusted Sites icon and click Custom Level button

· Ensure that each of the following settings have the proper selection marked

· Download signed ActiveX controls – Enable

· Download unsigned ActiveX controls – Enable

· Initialize and script ActiveX controls not marked as safe – Enable

· Run ActiveX controls and plugins – Enable

· Script ActiveX controls marked safe for scripting – Enable

· (IE 5.5 only) Allow cookies that are stored on your computer – Enable

· (IE 5.5 only) Allow per-session cookies (not stored) – Enable

· File download – Enable

· Font download – Prompt

· Java Permissions – Low Safety

· Access data sources across domains – Disable

· (IE 6.x only) Allow Meta Refresh – Enable

· (IE 6.x only) Display mixed content - Enable

· Don’t prompt for client certificate selection when… - Enable

· Drag and drop or copy and paste files – Enable

· Installation of desktop items – Prompt

· Launching programs and files in an IFRAME – Enable

· Navigate sub-frames across different domains – Disable or Prompt

· Software channel permissions – Low Safety

· Submit non-encrypted form data – Prompt

· Userdata persistence – Enable

· Active scripting – Enable

· Allow paste operations via script – Enable

· Scripting of Java applets – Enable

· Logon – Automatic logon with current username and password

· Click the OK button

· Click the Trusted Sites icon again and then click the Sites button

· Uncheck the Require server verification (https:) for all sites in this zone checkbox

· Now add any sites you regularly visit to the list by clicking the Add button and then typing in *.websitename.com
***EXAMPLE***

If I wanted to allow myself to use Hotmail, read CNN, and have no problems with any U.S. Army web pages, my list would look like the following:

*.hotmail.com

*.msn.com

*.passport.com

*.cnn.com

*.army.mil

The reason that Hotmail requires the first three entries is that you actually access all three of those domains when using the Hotmail account.  So if you ever use a website and think that you’ve entered the required domain, but it is still not working, you may need to check to see if multiple domains are being used.  If I did NOT want to make all Army sites safe, but I wanted unfettered access to the ACERT web page, then I would remove *.army.mil from my list and instead add *.acert.belvoir.army.mil.

By setting these security settings, it will definitely impact your web surfing behavior.  For the first few days, make sure to add any sites you trust and visit on a regular basis to your Trusted Zone (remember, after adding the sites and clicking OK, you need to close the browser and re-open it for the settings to be updated for those sites).  However, after the first few days of adding sites to the Trusted zone, once the majority of your frequented sites are accounted for you will find that your browsing of those sites is uninterrupted, while being protected from other more malicious sites you may visit on occasion or by accident.

If you do not want to make all the above changes manually, you may download and run the IE_55and6_BrowserSecurity.reg from the Pacific RCERT site at https://pac-rcert.army.mil, in the Tools -> Home Security section.  Then all you’ll need to do manually is the adding of your favorite sites to the Trusted Zone.  If you do not like the changes that it makes, you can also set the settings back to default using the IE_55and6_DefaultSettings.exe file from the same website.

***NOTE:  Make sure to add *.microsoft.com to your Trusted sites to ensure the auto-update sites work properly.*** 

​B.  Outlook 2000 Settings (similar instructions for Outlook 98)

After setting up Outlook 2000 to the specs you need to retrieve email (you will use your SA’s or ISP’s instructions for this), do the following to secure your email:

· Click Tools -> Options -> Security

· In the Secure Content area, select Restricted Sites from the Zones drop-down menu

· Click the Zone Settings button next to the Zones drop-down menu and click OK if a warning comes up

· Highlight the Restricted Sites icon and then click the Custom Level button

· Ensure that all options are set to Disable, except for the following

· File Download – Enable

· Font Download – Prompt

· Drag & Drop or Copy & Paste Files – Prompt

· Software channel permissions – High safety

· Logon – Prompt for username and password

· Click OK and click OK again (you should now be back at the Options window)

· Click on the Preferences tab, click on the Email Options button, click on the Tracking Options button

· At the bottom, under the heading “Use this option to decide how to respond…” check Never send a response if the selection is available.  If the selection is grayed out, please ignore.  When complete, click Ok three times to accept the changes and exit from the options menu.

· Ensure that you have the Folder List displayed on the left side of the Outlook display.  If you do not, click on View then on Folder list (you may need to click on the two down-pointing chevrons at the bottom of the menu to see the option for Folder list).  Below, a picture from Outlook Express illustrates what the Folder list on the left side should look like (similar in Outlook 2000).
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· Go through the Folder list and click on the first folder.  After selecting the first folder, click on View, then on Preview pane to ensure that you are turning Preview pane OFF.  You will need to do this for each folder in the list (click on the folder to select it, then turn off Preview pane for that folder).  You’ll know that the preview pane is turned off when there is only one window on the right side with a list of messages in that folder.  Preview pane is still enabled if you have 2 windows on the right, one which lists the messages in the folder and another which lists the contents of the selected message.  In the picture above, the preview pane is turned on.

C.  Outlook Express 5.5 Security Settings

Outlook Express will have similar security settings to Outlook 2000, but has a slightly different interface to achieve the same settings.  Those differences are outlined below.

· Click Tools -> Options -> Security tab

· Under the Security Zones setting select Restricted Sites Zone (More secure)

· Click the Receipts tab and select Notify me for each read receipt request

· Click Apply and then Ok
· Click on the Start button for Windows -> Settings -> Control Panel -> double click on Internet Options
· Click on the Security tab, highlight the Restricted sites icon and click the Custom Level button

· Ensure that all options are set to Disable, except for the following

· File Download – Enable

· Font Download – Prompt

· Drag & Drop or Copy & Paste Files – Prompt

· Software channel permissions – High safety

· Logon – Prompt for username and password

· Click OK and click OK again then close the Control Panel

· Go back to Outlook Express and ensure that you have the Folder List displayed on the left side of the Outlook display (refer to the picture above in the Outlook 2000 section for a reference).  If you do not, click on View then on Layout then make sure that Folder list is checked.  In the Preview pane area, make sure that Show preview pane is NOT selected.  Unlike Outlook 2000, you only have to do this once, not for every folder (the setting will affect all your folders).

Click here to go back to the beginning!
VIII.  Safe Computing Practices & Internet Usage

-- Estimated Completion Time:  However long it takes you to read the following section

Patches, firewalls, configuration, and antivirus programs are not the only resources you have in your security toolbox.  You also have the user (that’d be YOU!).  How you use your computer and the internet will dictate how secure, or insecure, you are.  Here are several tips on the types of behaviors or actions to avoid when using your computer and the internet.

1. E-cards:  E-cards are electronic cards you can find and send on the internet to the email addresses of family, friends, and coworkers.  While they are fun and convenient, be careful.  Many companies that provide e-cards are simply gathering both the sender’s and receiver’s email addresses for selling to spam companies.  Do not be the one who puts yourself or your family’s into future spam’s path by giving them your email addresses.

2. Joke sites, gimmick sites, coupon sites, “specials” & “cool” websites:  We’ve all seen the “cool” website.  Maybe it’s a joke where you put in your email address and it tells you its going to take your picture, and promptly shows you a picture of a baboon.  Or maybe it’s a site that tells you that you can get special prices, discounts, or make your computer faster, just by putting in your and/or your friend’s email addresses.  Like the e-cards, these are in most cases simply methods for collecting addresses to be later sold to spammers for “advertising” purposes.

3. Retail websites & requests for email:  Sometimes when you’re done making a purchase at a place like Amazon, they’ll ask you to give them the addresses of your friends so that they can “share” a discount with them.  Again, its usually an email address collection scheme, even if the discount offer is real.

4. Posting messages on forums or chatting online:  Never, EVER, use your real, primary email address or any personal information.  Even if the site itself is benign, the spiders (programs which scour the internet for information) that are scanning the site for information may not be.  Create an anonymous email address with no real personal information with a free email company like Hotmail, Yahoo, or others.  Use these to receive answers to posts you may make on forums, or when chatting on IRC, online chat boards, or instant messenger chat rooms.  Also don’t use your real name.  Use non-gender specific handles (like “Eagle”, “Archangel”, “Electrolite”, etc.) to identify yourself.  If you don’t like handles, just use initials (not necessarily yours).  The less information you put out on the internet, the less likely someone can find information about you when they shouldn’t.

5. Spam:  Do not EVER reply to spam.  No one is reading you’re reply 99% of the time.  If you wish to send a copy of it to someone who may be able to do something about it, you can send it to the abuse department at the isp the spammer is writing from (so if you receive something from alf@bar.com, you would forward it to abuse@bar.com with a request to stop the spammer).  However, there are many countries out there who do not care if spammers are using their networks, and will not help you.  The best way to deal with spam is to delete it.  There are several products on the market (including some free ones) that help your email program automatically filter and delete certain types of spam.

6. Chain mails & Hoaxes:  Chain mails and hoaxes can vary from being slightly annoying to downright malicious.  No, there are no mugging victims, diseased or cancer patients, sad little orphans, or anyone else for that matter who is going to get any money whatsoever if you forward their email on to “as many people as you can”.  Microsoft and Disney have NOT colluded to give you $6000 for every email you forward for them.  The dude in Nigeria does NOT have $50 million in US dollars for you to help him move between accounts.  If you follow the instructions in Uncle Vernon’s last email telling you to look for your kernel32.dll file and delete it if you find it because it’s a virus, you’re going to leave your computer broken and your wallet in a world of hurt.  These are all HOAXES.  Sometimes they ask you to copy your replies or forwards to a certain address.  In this case it becomes a mail bombing issue, where one person ends up receiving thousands of emails a day from people who think they are “helping”.  Other times its simply about seeing how many people the email can be forwarded to, which can cause some pretty high traffic loads for smaller isp’s.  Others can trick you into sending your bank or credit card information, or even sending money to a simple criminal who just scammed you because you thought you were being helpful.  Hoaxes about virii are rampant, but can easily be prevented.  Before you EVER forward an email about a virus, check it.  Go to sites like http://www.symantec.com/avcenter/vinfodb.html, http://vil.nai.com/vil/default.asp, and http://hoaxbusters.ciac.org/ to check to ensure the virus alert you’re forwarding is real before you exacerbate the problem by forwarding it out to yet more people.  Otherwise you may very well be the one to send out a virus hoax that ends up telling your friends, family, and coworkers to delete perfectly valid files that are required for your computer to operate properly, thinking it’s a virus.

7. Email attachments:  Always be careful of what email attachments you’re opening.  The old adage of “Don’t open email from people you don’t know” is still sound advice, but you’re actually more likely nowadays to receive a virus from a friend, relative, or coworker than from someone you don’t know, simply because you’re email address is in their address book, so if they get infected, you’re on the target list.  Be careful of files that end in extensions like .bat, .exe, .reg, .vbs, .com, .scr, etc.  Sometimes they’ll try to trick you by giving it a double extension, like readme.doc.exe.  This is an example of an executable, not a document file.  While an updated antivirus and proper security settings on your programs will help, they do not make you immune.  You still need to use common sense, and make sure that when you’re opening an attachment, it was purposefully sent to you by someone you know and trust, not auto-forwarded to you by a malicious worm.

8. Kids & the Internet:  Here are a couple of links to sites which give helpful suggestions on keeping your kids safe on the internet without making you buy a product

http://www.mincava.umn.edu/internet.asp - An extremely in depth list of documents on protecting your children on the internet

http://familyinternet.about.com/library/weekly/aa042299.htm - Good site for basic instructions on protecting your kids

http://www.webattack.com/Freeware/misctools/fwparents.shtml - Free tools to help protect your kids

http://www.kidsfreeware.com/parents/safe_surfing.html - Another very good site with links to both free programs & advice for protecting your kids

Click here to go back to the beginning!
IX.  Instant Messengers, Chatting, & You
-- Estimated Completion Time:  5 minutes reading time, variable on research and/or security implementation

Instant messengers like AIM (AOL Instant Messenger), ICQ, Yahoo, and MSN allow us to use the internet to both leave messages for friends and family, conduct conversations over the internet in real time, and share files with each other.  However, they can also be a vulnerability on your system, since they do become a server of sorts waiting for a connection.  

The best way to keep yourself safe when using instant messengers is to use the following instructions.

1.  Keep your instant messenger up to date.  Patches and new versions are released all the time, sometimes adding features, other times fixing bugs or vulnerabilities in older versions.  Keeping up to date with the newest version of your favorite instant messenger will help to keep you safe from the more prevalent exploits used on older versions.

2.  Only IM people known to you.  Only accept and send messages and files with friends, family, and people you trust.  There are many people out there who would like nothing better than to watch as you wipe your own hard drive after double clicking a file sent to you that you thought was a cool screen saver.  Know who’s sending you that file!

3.  Do not reply to hecklers.  If someone you don’t want to talk with is bothering you, do not reply to them and start a dialogue.  Simply add them to your blocked list.  Also, set up your IM to require authorization before people can send you messages or add you to their contact list.

4.  Read the manual.  Every instant messenger has documentation from the vendor, as well as extra information written by 3rd parties.  Take the time to read the included documentation (or that on the vendors website), as well as doing a search on a search engine such as Google for your instant messenger title and words like “security”, “securing”, “hardening”, etc.  This should help you find other ways that users have found to add security to your instant messenger.  For instance, one new product named Trillian adds encryption to AIM and ICQ.  While we do not officially endorse or suggest any instant messenger, you may want to check out your options on increasing security with your instant messenger if you use one.

Click here to go back to the beginning!
X.  Spyware & Adware
-- Estimated Completion Time:  3 minutes reading time, 30 minutes to download, install & run Adaware

Spyware is a term used to describe programs used to garner information about you, your system, or your behavior or activity on your system.  Adware is the term for programs used to push advertisements to you through your computer, whether you wanted them or not.  Many programs nowadays will install spyware or adware when they are installed.  Companies will bundle the spyware/adware with their application to make money, as they are paid for the service.  Sometimes you will be notified that the extra programs are being installed on your system, other times you are not.  These types of programs can be included with anything, from instant messengers, to screen savers, to “performance enhancers” for your computer, to P2P software like Kazaa, Morpheus, Gnutella, or Napster.

To keep yourself safe from Spyware and Adware, here are a few tips.

1.  Research programs before you install them.  Before you install a program that you download or is sent to you (even if coming from a trusted source), do a quick 2 minute search on a search engine for the name of the product and words like “spyware”, “adware”, “vulnerability”, or “security”.  You may be able to quickly determine if the tool is safe, or if there have been reports that the program is unsafe, or installs other programs along with itself that you may not want.

2.  Use anti-spyware/adware programs.  There is a free tool used to scan and clean your system of spyware and adware.  Its called Adaware by Lavasoft.  Their homepage is http://www.lavasoftusa.com/, and the download links page is at http://www.lavasoftusa.com/downloads.html.  This program is free for home users, and does a great job of searching your computer for spyware and adware, and if found, removing it.

Awareness is the key to preventing spyware and adware from ending up on your computer.  Tools like Adaware allow you to remove it if its already there.  You can learn more about what spyware and adware can do to your computer at this link:

http://www.unwantedlinks.com/spyware-info.htm
Click here to go back to the beginning!
CONCLUSION

You have now reached the end of “The Top 10 Basic Security Instructions for a Home PC” document, presented to you by the Pacific RCERT.  We hope the collection of information in this document has proven both educational and useful for you.  After following the instructions presented herein, your home computer should be much more secure than it was before, saving you from the majority of potentially crippling attacks and malicious programs out there on the internet.

This document, as stated in the introduction, is a dynamic, living document.  It will receive periodic updates as needed.  Please feel free to contact us and let us know your feedback on this document, if it was helpful or not, etc.  If you find any inconsistencies or inaccurate information in this document, please let us know immediately, as we will do our best to correct it ASAP.

This document has been tailored specifically for US Army personnel, civilians, and contractors for home use.  Please do not forward it outside this group.  Thank you.

Akiva Clark

Pacific RCERT

808-438-0370

pacrcert@shafter.army.mil
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